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well as an all too frequent topic in the news. This thesis will discuss trends, history, and statistics regarding
child pornography and online enticement of children. The paper will identify specific issues and unique
characteristics encountered when attempting to deter, legislate and prosecute these crimes. Especially
problematic and worrisome is the highly debated issues of morphed, virtual or computer generated images of
children used in child pornography. Included are data from state and federal law enforcement agencies with
cyber crime units, related organizations and actual cases. Trends in the courts in confronting this issue from
both the perspective of the victims and the perpetrators will be examined. A timeline of past, current and
pending statutes, legislation and case law both on the state and national levels will also be discussed and
analyzed. The paper will identify strategies proposed by the legal system as well as those thoughts and beliefs
of the author on how to deter this growing crime in cyberspace.
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Internetcrimeagainstchildrenisagrowingconcerntodayforparents,educators
andlawenforcementalikeaswellasanalltoofrequenttopicinthenews.Thisthesiswill
discusstrends,history,andstatisticsregardingchildpornographyandonlineenticement
of children.Thepaperwill identifyspecificissuesanduniquecharacteristicsencountered
whenattemptingtodeter,legislateandprosecutehesecrimes.Especiallyproblematic
andworrisomeisthehighlydebatedissuesofmorphed,virtualorcomputergenerated
imagesofchildrenusedinchildpornography.Includedaredatafromstateandfederal
lawenforcementagencieswithcybercrimeunits,relatedorganizationsandactualcases.
Trendsinthecourtsinconfrontingthisissuefromboththeperspectiveofthevictimsand
theperpetratorswill beexamined.A timelineofpast,currentandpendingstatutes,
legislationandcaselawbothonthestateandnationallevelswillalsobediscussedand
analyzed.Thepaperwill identifystrategiesproposedbythelegalsystemaswellasthose
thoughtsandbeliefsoftheauthoronhowtodeterthisgrowingcrimeincyberspace.
--- -
Mary Steinmetz#EOO114554
EMU/COT/Schoolof TechnologyStudies
HonorsSeniorThesis
April,2005
TABLE OF CONTENTS Pa2e
Introduction......... ... ... ....,. ... ...... ... ... ... ...... ... ... ...... ... ... ...... ... ... ... ... ...... ...1
Background... ... ... ... ... ... ... .,. .,. ... ... '" ... ... ... ... ... ... ... ... ... ... ... ... ... ... ... ... ... ... .1
GeneralInformation... ... ... ... ... '" ... ... ... ... ... ... ... ... ... ... ... ... ... ... ... '" ... ... ... ... ...2
ProblemsUniquetotheseCrimes...... ... """"""""" ...... ...3
InternetSafetyStatistics ... ... ... ... ,"""""" ... 3
NationalInterventionandPreventionPrograms..... ... '" ... '" ... ...... ... ... ... ...... ... 4
NationalCenterforMissingandExploitedChildren(NCMEC).....................4
FBI's InnocentImagesNational Initiative (IINI). .. ... ... '" ... .., '" ... ... ... ... ... ...5
FBI's OperationCandyman 9
Officeof JuvenileJusticeDelinquencyPrevention(OJJDP)... ... ... ... ... ... ... 9
Applicable Federal Statutes...... ... ... '" '" ... ... ... .., '" ... ... ... ... ... ... ... ... ... ... ... .. 10
ApplicableFederalActs......... ... ...... ... ... ... ...... ... ...... ... ... ... ... ...... ... ... ... .......11
ImmediateLegalChallengestoTheseActs... ... ... ... ...... ... ... ... ...... ... ... ......11
More Legal Challenges... ... ... ... ... .., ... '" ... ... ... ... ... ... ... ... ... '" ... .. . '" ... ..12
Stateof MichiganFightsBack...... ... .., ..,... ... ... ...... ... ... ... ..,... ... '" ...... ... ... ......16
More UnsettledIssues... ... ... ... ... ... ... ... ... ... ... ... ... ... ... ... '" ... '" ... ... ... ... ... ... .., 17
Conclusion..... ... ... ... ...... ... ...... .., ...... ... ... ... ....., ... ... ... ...... ... ... '" ... ....19
1
MarySteinmetz#EOOl14554 1
EMU/COT/SchoolofTechnologyStudies
INTRODUCTION
HonorsSeniorThesis
April,2005
Crimesagainstchildrenandchildabuseandneglectarenotnewissuesor
problems.Theuseofthecomputerandtheinternettocommithesecrimes,however,isa
verynewandunsettledarea.Areexistinglawsadequateforpolicingthesecrimesin
cyberspace,oris itnecessarytocreatenewlawsspecificallyfortheinternetcrimes?
Lawmakersandprosecutorsstruggletowalkthefinelinebetweenadequatelyprotecting
childrenwhilenotinterferingtoomuchwiththeadultrightstoprivacyandfreedomfrom
excessivegovernmenti trusion.Internetcrimesagainstchildrenareafast-growingand
unsettledareaof lawandthisisparticularlytrueofchildpornography.Thebiggest
debateseemstoconcernwhetherthe"virtual"or"computer-generated"or"morphed"
picturesofchildpornographyshouldbetreatedthesameasthosecreatedfromactual
childrenorphotosofchildren.Aretheyasharmfultochildren?Shouldthelawsprotect
thechildrenthesameway,prosecuteoffendersthesameandtreathesecrimesthesame?
It ismybeliefthatheyshouldbetreatedthesame.Inessence,if youabusetheimageof
thechild,youabusethechild.
BACKGROUND
Thetwolargestcategoriesof InternetCrimesAgainstChildren(ICAC)areonline
enticementofchildrenandchildpornography.Indaysgoneby,predatorsofchildren
wouldtypicallyhangoutinareasuchasparks,malls,andschoolyardswherelarge
numbersofchildrencanbefound.Todaythevirtual"motherlode"fortheseoffendersi
cyberspace.}Childrenandteenagersarethefastestgrowing roupofInternetuserstoday
1Medaris,Michael,andGirouard,Cathy(2002).ProtectingChildreninCyberspace:TheICAC Task
ForceProgram.U.S.DepartmentofJustice,OfficeofJusticePrograms,OfficeofJuvenileJusticeand
DelinquencyPrevention,JuvenileJusticeBulletin,January,2002,NCJ 191213.
http://www.ncjrs.org/htmVojjdp/jjbuI2001_12_5/contents.html
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withanestimated10millionkidsonlinein2001,45millionin2002,andanexpected77
millionby2005.2
GENERAL INFORMATION
Notonlyarechildrenandteensprimetargetsbysheernumber,buttheyare
typicallyvulnerable,naIve,trusting,curious,eagerforattentionandaffection,and
adventuresometotrynewthings.Olderchildrenareatanevenhigheriskastheyare
generallyonlineunsupervisedandaremoreapttobeinchatroomsandtoengagein
personaldiscussions.Childrenarealsotraditionallynotconsideredtobereliableor
crediblewitnessesin investigationsandcourtproceedings.Predatorstakeadvantageof
thisandaremanytimeswillingtospendlargeamountsoftime"grooming"and
befriendingachildandwilltravellongdistancesforthepurposesof"sexualtourism."
Thisisalsoreferredtoasa"travelercase"andisgenerallydefinedas"travelwiththe
intentoengageinsexualbehaviorforcommercialgainand/orpersonalgratification."
Internetcrimesagainstchildrenaremanytimesmistakenlythoughtofasharmless
or"victimless."Childrenandteenagerscanbecomevictimsofcrimesinanumberof
ways,suchastheproduction,manufacture,anddistributionofchildpornography,useof
theInternettoexposechildrentopornographyandencouragethemtoexchangeit,and
enticingchildrenonlineforthepurposeofengaginginsexualactswiththem.3
2InternetChild SafetyStatistics(2000-2002)http://protectkids.orglstatistics.htm
3 InternetCrimesAgainstChildren(2001).U.S. DepartmentofJustice, Office ofJustice Programs,Office
for Victimsof Crime,OVC Bulletin,NCJ 184931.
http://www.ojp.usdoj.gov/ovcJpublicationslbulletins/internet_2_2001/welcome.html
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PROBLEMS UNIQUE TO THESE CRIMES
Thereareseveralfactorsthatmakeinternetcrimesagainstchildrenuniquely
troublesometolawmakersandlawenforcement.Actualphysicalcontactbetweenthe
childandperpetratorisnotnecessaryforthecommissionofthecrime.Innocentpictures
ofachilddownloadedontotheinternetcanbethendigitallytransformedinto
pornographicmaterialsanddistributednationallyorevengloballywithouthevictim's
knowledgeorpermission.Onceonlinethesephotoscanremainthereforever,makingthis
along-termvictimization.Lackofjurisdictionalboundariesandmultiplevictimsmakes
cooperationa dconsistencyinlawamustforprosecutingthesecases.Theytypically
involvemultiplejurisdictionsonlocal,state,nationalandeveninternationallevels.
Contributingtotheproblemisthefactthatvictimsofthesecrimesoftendonottell
anyoneortheymaynotevenbeawaretheywerevictimizeduntilapictureisdiscovered
duringaninvestigationbylawenforcement.Theprivacyoftheinternetprovidesafalse
senseofsecrecy,securityandanonymityforboththevictimandperpetrator.4
INTERNET SAFETY STATISTICS
. Only1/3ofthehouseholdswithInternetaccessareproactivelyprotectingtheir
childrenwithfilteringorblockingsoftware.
. 75%ofchildrenarewillingtosharepersonalinformationonlineabout
themselvesandtheirfamilyinexchangeforgoodsandservices.
. Only25%oftheyouthwhoencounteredasexualapproachorsolicitationtolda
parent.
. OneinfiveU. S.teenagerswhoregularlylogontheInternetsaytheyhave
receivedanunwantedsexualsolicitationviatheWeb.Solicitationswere
definedasrequestsoengageinsexualactivitiesorsexualtalk,ortogive
personalsexualinformation.
. Onein33youthreceivedan"aggressive"sexualsolicitationi thepastyear.
Thismeansapredatoraskedayoungpersontomeetsomewhere,calleda
4InternetCrimesAgainstChildren(2001).U.S.DepartmentofJustice,OfficeofJusticePrograms,Office
forVictimsofCrime,OVCBulletin,NCJ 184931.
http://www.ojp.usdoj.gov/ovc/publications/bulletinslinternet_2_2001/w lcome.html
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youngpersononthephone,and/orsentheyoungpersoncorrespondence,
money,orgiftsthroughtheU. S.PostalService.
. Onein4youthhadanunwantedexposureinthepastyeartosexualmaterial
(picturesofnakedpeopleorpeoplehavingsex).
. Onein 17youthwerethreatenedorharassedonlineinthepastyear.
. 77%ofthetargetsforonlinepredatorswereage14orolder.Another22%were
usersages10to13.
. Of thosesolicited,75%werenottroubledyouth,10%didnotusechatrooms,
and9%didnottalktostrangers.
. Only25%ofthesolicitedchildrenweredistressedbytheencounteredandtold
aparent.
. Only17%ofyouthand11%ofparentscouldnameaspecificauthority,suchas
police,theFBI, CyberTipline,orISPtowhichtheycouldreportaninternet
crime.Therefore,onlyafractionofallepisodeswerereported.
Sources:
l.protectkids.org/statistics.(InternetChildSafetyStatistics,2000-2002)5
2.waynecounty.comlsheriff/predators.html
3.U.S.DeptofJustice/OfficeforVictimsofCrime/InternetCrimesAgainstChildren
Bulletin
NATIONAL INTERVENTION andPREVENTION PROGRAMS
NationalCenterforMissingandExploitedChildren
AccordingtotheNationalCenterforMissingandExploitedChildren(NCMEC)'s
CyberTipline,CitizenReportingOnline,(I-800-BEALERT),therewere44,303reports
madebetweenJuly 1,1998andJune30,2001.Of thisamount,84%(over37,000)were
concerningchildpornographyand9%(over4,000)werereportingonlinechild
enticement.6(Seechartonfollowingpage)Today,"[t]heNationalCenterforMissingand
ExploitedChildren'sCyberTiplineloggeda39%increaseinreportsofpossession,
creation,ordistributionofchildpornographyin2004,theseventhconsecutivey archild-
5InternetChild SqfetyStatistics(2000-2002).http://protectkids.orglstatistics.htm
6 NationalCenterforMissingandExploitedChildren(NCMEC).http://www.missingkids.com
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pornographyincidentshavetrendedupwardsincethefederallyfundedgroupsetupits
24-hourhotlinein 1998.,,7
Tot;;:!1Repc.rts:44.303
III Child pornography(11"37.192)
lIB Dnlin!!ooticemiil1t(/)=4,026)
C3 Child SQJlual molestaticn (11=1,880).Childprostituticn(11"779)
;:JjJ ChildSQJltourism(11"426)
Source: http://www.ncirs.orglhtrnl/oHdp/Hbul2001 12 5/contents.htrnl
FBI's InnocentImagesNationalInitiative
A 1993investigationi tothedisappearanceofaminorinMarylandledtheFBI to
twosuspectswhowerediscoveredtohavebeenexploitingmaleminorsovera25year
period.Itwasfound,duringthisinvestigation,thathecomputerwasbeingusedasatool
fortransmittingandsharingpornographicimagesofminorsaswellasenticingchildren.
ThisledtothebirthoftheFBI's InnocentImagesNationalInitiativein 1995toaidthe
FBI andDepartmentof Justice(DOJ) inonlinechildpornographyandchildexploitation
7http://watchright.com/?itemid=337
MarySteinmetz#EOOl14554 6 HonorsSeniorThesis
EMU/COT/SchoolofTechnologyStudies April,2005
(CP/CSE)investigations.It isanimportantcomponentoftheFBI'sCyberCrimes
Program.
FBI reportedanalmost2000%(1997%)increaseinInnocentImagesNational
Initiativecasesopenedbetween1996and2002,from113to2,370.Theirtaskforcehas
initiatedover5,700investigationsandconvictedover3,000personsincetheirstartin
1995.8Todaythe"FBI rankscrimesagainstchildrenontheinternetsecondonlyto
terrorism.,,9
ThefollowingfourchartsreflectdatareportedbythisFBI initiativefortheyears
1996to2001:
INNOCENT IMAGES NATIONAL INITIATIVE
IieIdwide.SCatisticaI.AccomplislmaenCs
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8http://www.tbi.pressreVcandymanliini.htm.
9http://blog.watchright.com/?itemid=337
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INNOCENT IMAGES NATIONAL INITIATIVE
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FBI's OperationCandymanisnamedafteranEgroupURL maintainedbyYahoo
withanestimated7,000members,includingover2,400inforeigncountriesand4,600
nationallythatproduce,distributeandexchangechildpornography.OperationCandyman
hasexecutedover266searches,chargedmorethan89peopleinover20statesand
conductedover266searches.Ofthenumberarrested,27haveadmittedtoprior
molestationofover36children.If youthinkyoucanspotachildpredator~thinkagain.
Thoseidentifiedassubjectsduringthisinvestigationcamefromoccupationsthat
includedthefollowing:fostercareparent,LittleLeaguecoach,teacher'saide,members
oftheclergy,lawenforcement,militaryandeducationalfields.10
OfficeofJuvenileJusticeandDelinquencyPrevention(OJJDP)
TheofficeoftheJuvenileJusticeandDelinquencyPrevention(OJJDP),adivision
oftheOfficeofJusticePrograms,USDepartmentofJustice,createdthefederalICAC
taskforceprogramsunderthe1998JusticeAppropriationsAct11withsuccessivefunding
in 1999,2000,and2001.
Accomplishmentsofagenciesparticipatingintheaboveprogramoveratwoyear
period(assubmittedbymembersfortheMarch2001MonthlyPerformanceMeasures
Report)includethefollowing:
. Arrestedmorethan550individualsforchildsexualexploitationoffenses
. Seizedapproximately850computers
. Served627searchwarrantsand1,338subpoenas.
10FederalBureauofInvestigation-CrimesAgainstChildrenUnit-InnocentImagesNationalInitiative
OperationCandyman(2002).http://www.fbi.gov/pressreVcandymanliini.htm
11PublicLaw 105-119
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. Conductedforensicexaminationsofmorethan1,500computersfortask
forceinvestigationsandotherlawenforcementagencies.
. Provided irectinvestigativeassistanceinmorethan1,000casesatthe
requestofotherlawenforcementagencies.
. Providedadvicein 1,622instancestootherlawenforcementagencies.
. Reachedthousandsofchildren,teenagers,parents,educators,andother
individualsthroughpublications,presentationsandpublicservice
announcementsaboutsafeInternetpracticesforyoungpeople.
. Inapracticexerciseitwaspossibleforataskforceofficertoarrangea
meetingwitha13year-oldinonly45minutes.
Source:Officeof JuvenileJusticeandDelinquencyPreventionJuvenileJusticeBulletin,
January,2002,Publication#NCJ 19121312
APPLICABLE FEDERAL STATUTES
. 18USC 1201.Kidnapping
18USC 1462.ImportationorTransportationfObsceneMatters
18USC 1465.TransportationfObsceneMattersforSaleorDistribution
18USC 1466.EngagingintheBusinessofSellingorTransferringObscene
Matter
18USC 1467.CriminalForfeiture
18USC 1470.TransferofObsceneMaterialtoMinors
18USC224I(a)(c).AggravatedSexualAbuse
18USC2243.SexualAbuseofaMinororWard
18USC2251(a)(b)(c).SexualExploitationofChildren
18USC2251A(a)(b).SellingorBuyingofChildren
18USC2252.CertainActivitiesRelatingtoMaterialInvolvingtheSexual
ExploitationofMinors
18USC2252A.CertainActivitiesRelatingtoMaterialConstitutingor
ContainingChildPornography
18USC2253.CriminalForfeiture
.
.
.
.
.
.
.
.
.
.
.
.
12Medaris,Michael,andGirouard,Cathy(2002).ProtectingChildreninCyberspace:TheICAC Task
ForceProgram.U.S.DepartmentofJustice,OfficeofJusticePrograms,OfficeofJuvenileJusticeand
DelinquencyPrevention,JuvenileJusticeBulletin,January,2002,NCJ 191213.
http://www.ncjrs.orglhtml/ojjdp/jjbuI2001_1_S/contents.html
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. 18USC2260(a)(b).ProductionofSexuallyExplicitDepictionsofaMinorfor
Importationi totheUnitedStates
. 18USC2421.TransportationGenerally
. 18USC2422.CoercionandEnticement
. 18USC2423(a).TransportationfMinorswithIntentoEngageinCriminal
SexualActivity
. 18USC2423(b).InterstateorForeignTravelwithIntentoEngageinaSexual
ActwithaJuvenile
. 18USC2425.UseofInterstateFacilitiestoTransmitInformationAboutaMinor
. 42USC 13032.ReportingofChildPornographyb ElectronicCommunication
ServiceProviders
. 42USC 14072.PamLychnerSexualOffenderTrackingandIdentificationActof
1996
. Source:FederalBureauofInvestigation-CAC( rimesAgainstChildren)-Federal
Statutes(http://www.fbi.gov)
APPLICABLE FEDERAL ACTS
. ProtectionofChildrenAgainstSexualExploitationActof 1977
. TheChildPornographyActof 1984
. ChildProtectionActof 1984
. ChildAbuseVictim'sRightsActof 1986
. ChildProtectionandObscenityEnforcementActof 1988
. ChildProtectionRestorationandPenaltiesEnhancementActof 1990
. CommunicationsDecencyActof 1996
. TheChildPornographyPreventionActof 1996
. ChildOnlineProtectionActof 1998
. ProtectionofChildrenfromSexualPredatorsActof 1998
. Children'sInternetProtectionActof2000
. TheChildren'sPrivacyProtectionandParentalEmpowermentAct(alsoknownas
the"PollyKlaasBill."
Source:NationalCenterforMissingandExploitedChildren(NCMEC)
ImmediateLegalChallengestoTheseActs
. TheFederalCommunicationsDecencyActof 1994wasdeclaredunconstitutional
bytheU. S.SupremeCourt.
. TheChildPornographyPreventionActof 1996(CPPA), 18USC2256,includes
"virtual"childrenthat"appeartobe"aminor,engaginginsexuallyexplicit
conductunderItemB. Thislanguagewasviewedasoverlybroadandvague
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(appearstowhom?)inFreeSpeechCoalitionvReno,198F 3d1083,(CA 9,
1999).OnApril 16,2002,theU. S.SupremeCourtaffirmed.
. TheChildOnlineProtectionActof 1998(COPA),47USC231,waschallenged
asunconstitutionali ACLUetalvReno(orRenoII).Itwasarguedthat
worthwhileeducationalmaterialwouldbedeniedalongwithpornography.
Source: http://www.ncirs.orglhtml/oiidp/iibuI20011 5/contents.html
More Legal Challenges
Legislatorsandlawmakershaveservedtoestablishguidelinesanddefinitionsfor
pornographyandobscenityandforthegeneralprotectionofchildren.Beginningwiththe
CommunicationsDecencyActof 1996,theselawswerespecificallytiedtocomputerand
Internetcommunications.Justastheearlychildlaborlawswerechallengedfor
attemptingtolimitinterstatecommerce,lawsthatattempttolimitcommunicationswhile
attemptingtoprotectchildrenareimmediatelychallengedonFirstAmendmentgrounds.
ThiswasthecasewiththeCommunicationsDecencyActof 1996(CDA)13.Thisactwas
establishedtoprotectminorsfrompornographyandobscenematerialontheInternet.A
provisionoftheactappliespecificallytominorsandmakesit illegalto"knowingly"
transmit"obsceneorindecent"materialtominors,definedaspersonsundertheageof
eighteen.
ThisactwaschallengedinRenovACLU14asaviolationoffreespeechguaranteedin
theFirstAmendment.TheCourtbannedSection223(a)and(d)declaringthathe
languageinthesesectionswasunconstitutional,onthegroundsthatheterms"obscene"
and"indecent"werenotclearlydistinguishedfromeachotherandwereoverlybroadand
1347USC 5
14RenovACLU, 520US 1113;117SCt1241;137L Ed2d324(1997)
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vague.TheCourtfeltthatCongresscouldban"obscene"materialsfromminors,butnot
"indecent"materials.TheCourtalsofeltthatheCDA suppressednotonlyspeech
harmfultominors,butalsospeechadultshavearightto,aswellaspotentialeducational
materialofasexuallyexplicitnatureandlikenedthisto"burningthehousetoroasthe
pig."
Whatisconsidered"obscene"bylawwasdeterminedinMillerv Californiain 197315
inthethree-prongteststillusedtodayasfollows:underMillerthetrieroffactmustprove
that:
1. whether"theaverageperson,applyingcontemporarycommunitystandards"
wouldfindthework,takenasawhole,appealstotheprurientinterest,
2. whethertheworkdepictsordescribes,inapatentlyoffensiveway,sexual
conductspecificallydefinedbystatelaw,
3. whetherthework,takenasawhole,lacksseriousliterary,artistic,political,
or scientificvalue.
TheChildPornographyPreventionActof 1996(CPPA)16prohibitstheuseof
computertechnologyto"knowinglyproducechildpornographythatcontainsdepictions
ofrealchildrenaswellas'virtual'or'fictitious'children."Thelanguageusedinpart(A)
ofSection2256"appearstobe"andin(D)"conveystheimpression"ofachildproved
troublesometoaCaliforniaCourtinthecaseofFreeSpeechCoalitionvRenoI7as
appearingtoooverlybroadandvague(appearstobeachildtowhom?).Priortothis,two
15Millerv California,413US 15;93SCt2607;37L Ed2d419(1973)
1618USC2256
17FreeSpeechCoalitionvReno,198F 3d1083(CA 9,1999)and220F 3rd1113(CA 9,2000)
-
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FederalCircuitCourtsofAppealpreviouslyhadupheldandallowedthissamelanguage
asconstitutionalintheMainecaseof US vHilton,18andagainintheFloridacaseof US
vAchesonl9.A writofcertiorariwasgrantedonJanuary22,2001andonApril16,2002
theU.S.SupremeCourtaffirmedthe9thCircuitdecisioninAshcroftvFreeSpeech
Coalition20.ThereasoninggivenbytheCourtwasthathegovernment"failedtoshowa
causallinkbetweencomputer-generatedimagesofchildpornandharmtoactual
children."
Inanattemptbylegislatorstopassasubstituteocoverthesectionsofthe
CommunicationsDecencyAct(CDA)of 1996thatwereruledunconstitutionalbyRenov
ACLUtheChildOnlineProtectionActof 1998(COPA)21waspassed.Thisissometimes
referredtoas"sonofCDA" andwaschallengedinAshcroftvACLU,22ortheRenoII
case.Ashcroftchallengedthe"communitystandards"provisiondefiningobscenity,
arguingthathegovernmentcannotconstitutionallyapply"contemporarycommunity
standards"toallofcyberspace.CertiorariwasgrantedtotheSupremeCourtonMay21,
2001andtheyreversedadecisionofthelowercourtwhichstatedthatCOPA was
unconstitutionalonlybecausetheyfeltthelowercourterredinthat"if theCourtstruck
downCOPA basedsolelyonthe"communitystandards"test,thenall"allfederal
obscenitystandardswouldlikelyalsobeunconstitutionalif appliedtotheWeb."
18US vHilton,167F3d61(CA 1,1999)
19USvAcheson,195F 3d645(CA 11,1999).
20AshcroftvFreeSpeechCoalition,535US 234;22SCt 1389;152L Ed2d403(2002).
2147USC231
22122S Ct 1700(2002)
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TheProtectionofChildrenfromSexualPredatorsActof 199823furtherprotects
childrenfromthosewho"knowinglyusetheInternetforcommercialpurposesharmfulto
minorsortheusetheInternetforpurposesofengaginginsexualactivitieswithminors."
TheChildren'sInternetProtectionAct(CIPA)of2001,whichthreatenstotakeaway
fundingfromschoolsandlibrariesfornoncompliance,wasalsochallengedas
unconstitutional.ThelawrequirestechnologydepartmentstohaveInternetpoliciesand
blockingsoftwareinplaceorlosefunding.ThePhiladelphiaEasternDistrictcourt
initiallychallengedthelawin USvALA &MuttnomahCountyPublicLibraryetat,
(May,2002)asunconstitutional.ThePhiladelphiacourtopinionwasappealedand
reversedin USvAmericanLibraryAssociation,Inc.,etat,(Feb.2003).Itwasdecided
thatstrictscrutinydidnotapplytolibrarycontentdecisionsandthathefilteringsoftware
requirementsofCIPA werereasonable.It alsoarguedthatif thelibraryhasdiscretionto
notincludeadultpornographicmaterialsinwrittenformforitsshelves,thelibraryhas
thesamereasonablerighttodecidewhatitwill providetopatronsviathecomputer.
AnotherFederalActcalledtheChildren'sPrivacyProtectionandParental
EmpowermentAct(alsoknownasthe"PollyKlaasBill")ensuresthatpersonal
informationaboutminorscannotbeboughtandsoldwithoutheparent'sknowledgeand
permIssIOn.
LiabilityextendstoInternetServiceProviders(ISPs)nowundertheReportingof
ChildPornographyb ElectronicCommunicationsServiceProvidersAct.24Locallyin
theStateofMichigan(underthen-AttorneyGeneralJenniferGranholm)supportedthis
law.
2318use 302
2442use 13032
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STATE ofMICHIGAN FIGHTS BACK
Closertohome,inMichigancourts,the"impossibility"defensewasunsuccessfully
attemptedin2001intheMichigancaseofPeoplev Thousancf5.Anundercoverpolice
officerposingasaminorcaughtChristopherThousand,thedefendant,solicitingoverthe
Internettomeetupwitha"minor"forsexualactivity.Thousandarguedthatsincethere
wasactuallynominor,therewasnocrimecommitted.TheMichiganCourtin Thousand
ruledthat"thiscourthasneverelieduponthedoctrineoftheimpossibilitydefense"and
"onlythepreparationtoengageintheactivitywasnecessary"toprosecutehecrime.
TheStateofMichigan,underthen-AttorneyGeneralJenniferGranholm,also
successfullypassedlawthatincreasedpenaltiesforpossessionofchildpornographytoa
4-yearfelony(formerlyaone-yearmisdemeanor)andallowsfor"virtual"and
"computer-generated"or"morphed"childporntobetreatedthesame.Inanattemptto
preventtheattacksleveledatthefederalstatuteoftheCPPAof 1996(ChildPornography
andPreventionActi6,extralanguagewasincludedintheCPPAActof 1996statingthat
adefendantmust"knoworhavereasontoknow"thatheimage"includesoris intended
toappeartoincludeachildorconveytheimpressionthathematerialincludesachild."
27
StateofMichigan,then-AttorneyGeneralJenniferGranholmalsoteamedupwiththe
MichiganStatePolicein 1999tocreateMichigan'sfirstICAC taskforce.In2002
Granholm'sAttorneyGeneral'sofficeissuesceaseanddesistordersagainst3rdparty
25Peoplev Thousand,465Mich149;631NW2d694(2001)
26 18USC 110
27HB 5296,2002PA 629,ApprovedDecember30,2002amendingsec.145cof 1931PA 328,MCL
750.145c
---
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billingcompaniescateringtoforeignfee-basedchildpornwebsiteswhohadbeen
successfullygettingaroundUS. lawsbytraffickingtheirwarestoUS. creditcardclients
viaUS. affiliatedbillingcompanies.28
WayneCountygainednationalattentionbycreatingMichigan's1stCountyICAC
unitunderthenSheriffFicano.ThecurrentSheriffEvanshaspickeduptheballandran
withitusingthesameICAC teamandsuccessfullycatchingaperpetratorperweekon
averagesinceJanuary,2003.29ThisofficealsodraftedtheMichiganInternetMinimal
IdentifiersAct,afterbecomingfrustratedwithchildpornographerssuccessfullyhiding
behindfreeISPssuchasNetZero.ThislawwouldrequirefreeISPsoperatingintheState
ofMichigantoidentifysubscribersandverifytheircustomers'phoneandcreditcard
information.30
MORE UNSETTLED ISSUES
Otherimportantareasoflawthatarecreatingsignificantchallengesforlaw
enforcementarecyberstalking31andissuesofelectronicevidenceseizingandgathering
anddecryption.32
28StateofMichigan,DepartmentofAttorneyGeneral(2002).PressReleases10301(March19,2002).
10325(June27,2002).10347(August27,2002).10350(September12,2002).
http://www.michigan.gov/ag/pressJelease.htm
29WayneCountySheriffNeighborhoodNews.http://www.waynecounty.com/sheriff.html
30Scheerers,Julia(Feb10,2001)WouldPedophileLawGoTooFar?WiredNews.
http://www.wired.com/news/politics/O,1283,41740,00.html
311999ReportonCyberstalking:A NewChallengefor LawEnforcementandIndustry(August,1999)
http://www.usdoj.gov/criminal/cybercrime/cyberstalking.htm
32SearchingandSeizingComputersandObtainingElectronicEvicrenceinCriminalInvestigations
(January,2001).ComputerCrimeandIntellectualPropertySection(CCIPS),CriminalDivision,
UnitedStatesDepartmentofJustice.http://1O.173.2.1O/criminal/cybercrime/searchmanual.htm
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Onequestionthathasalsobeenponderedinregardstoprotectionofchildren
versusConstitutionalrights houldbementionedhereandthatis;whyarechildrenot
affordedthesameprotectionsundertheConstitutionasadults?Theyare"people"and
"citizens"tooanddeservethesameprotectionsa adults.Inmyopinion,thedecisionof
Roev Wade(i.e.thedisposabilityofanunwantedchildviaour"privacy"andour
"liberty")hascreatedanegativeattitudethatchildrenareexpendableanddisposable
"things".Theyarenot;theyareapreciousgift;ourfuture,ourchildren."Virtual",
"computer-draftedan /orgenerated"and"morphed"pornographicimagesofchildren
shouldbetreatedthesameasthosethatuseactualchildrenorphotosofchildren.They
arejustasharmfultochildren.Inmyopinion,if youabusetheimageofthechild,you
abusethechild.In fact,statisticsshowthathelinkbetweenchildpornographyandchild
sexualabuseisverystrong.NewYorkvFerber33statedthathe"linkbetweenchild
pornographyis 'intrinsicallyrelated'tochildsexualabuse."Lawmakershavebegun
takingaseriouslookatthisinJointResolutionHJ RES65intheHouseof
Representatives(July,2003)wheretheyproposedanamendmenttotheUSConstitution
respectingbothrealandvirtualchildpornographyandtheprotectionofchildrenfrom
harmonbothfederalandstatelevels.Theburdenofproofshouldbeshiftedto
perpetrators/defendantstoprovethatheimageisNOT depictingactualminorsrather
thantheburdenbeingonthegovernmenttoprovethatit ISdepictingaminorasis
currentlythecase.The"ProtectAct"ofFeb,2003,sponsoredbySenatorOrinHatch,a
UtahRepublican,supportshis.TheProtectActS.151becamePublicLaw108-21asof
33NewYorkvFerber,458US 747;102S Ct3348;73LEd 2d1113(1982)
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April30,2003.WealsoseesomefurthereffortobetterprotectchildrenintheChild
ObscenityandPornographyPreventionActof2003(HR 1161).
CONCLUSION
It isobviousthathisisstillahighlyunsettledareaof lawandcontinuestobea
highlydebatedandveryheatedtopic.Inthemeantime,weseemoreandmorearticlesin
thenewsconcerningchildabductions,exploitationsandenticementusingtheinternet.It
isanunderstatementtosaythatinternetcrimesagainstchildrenisanunsettledareaof
law.Lawenforcementcontinuetostruggletokeepupwiththecriminalswhilelegislators
walkthefinelinebetweenprotectionofchildrenandtoomuchgovernmenti trusion,
safeguardedmainlyintheFirst,Fourth,FifthandFourteenthAmendments.
